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Subject:

HIPAA Definitions

Laws/Regulations:
Sec. 1171 through 1179 of the Social Security Act, (42 U.S.C. 1320d-1329d-8) as added by sec. 262 of Pub. L. 104-191, 110 Stat. 2021-2031 and sec. 264 of Pub. L. 104-191 (42 U.S.C. 1320d-2(note)). HIPAA – 45 CFR, Parts 160 and 164.

Policy Statement:
The Department will use the standard privacy and security terminology for HIPAA, as defined by the Workgroup for Electronic Data Interchange, Standard National Implementation Process.

Rules:

1. 
HIPAA Policies of the Department of Disabilities and Special Needs will use the standard privacy and security definitions promulgated by Workgroup for Electronic Data Interchange, Standard National Implementation Process.  Terminology is defined in "2002 WEDI - SNIP Security and Privacy Workgroup, Appendix A: Privacy and Security Terminology," Revision Date 03/06/2002

HIPAA Privacy and Security Definitions
1. Audit trail – data collected and potentially used to facilitate a security audit, to include the who (login ID), what (read-only, modify, delete, add, etc.), and when (date/timestamp).

2. Audit controls – the mechanisms employed to record and examine system activity.

3. Authorization – permission granted by the patient or the patient’s guardian to use or disclose protected health information for purposes other than treatment, payment, health care operations or uses and disclosures permitted or required by the Privacy Rule.

4. Access- the ability or the means necessary to read, write, modify, or communicate data/information or otherwise make use of any system resource.

5. Access Authorization – Information–use policies/procedures that establish the rules for granting and/or restricting access to a user, terminal, transaction, program, or process.

6. Access Control – A method of restricting access to resources, allowing only privileged entities access. (PGP, Inc.) Types of access control include, among others, mandatory access control, discretionary access control, time-of-day, classification, and subject-object separation.

7. Access Controls – The protection of sensitive communications transmissions over open or private networks so that it cannot be easily intercepted and interpreted by parties other than the intended recipient.

8. Access Establishment – The security policies, and the rules established therein, that determine an entity’s initial right of access to a terminal, transaction, program, or process. Part of information access control on the matrix.

9. Access Level – A level associated with an individual who may be accessing information (for example, a clearance level) or with the information that may be accessed (for example, a classification level).

10. Access Modification – The security policies, and the rules established therein, that determine types of, and reasons for, modification to an entity’s established right of access to a terminal, transaction, program, or process.

11. Accountability – The property that ensures that the actions of an entity can be traced uniquely to that entity. (ASTM E1762 - 95). (#)

12. Business associate – A person who on behalf of a covered entity (or of an organized health care arrangement in which the covered entity participates) performs, or assists in the performance of: 

a. A function or activity involving the use or disclosure of individually identifiable health information, including claims processing or administration, data analysis, processing or administration, utilization review, quality assurance, billing, benefit management, practice management, and repricing; or

b. Any other function or activity regulated by this subchapter; or

c. A person who provides legal, actuarial, accounting, consulting, data aggregation, management, administrative, accreditation, or financial services to or for such covered entity (or to or for an organized health care arrangement in which the covered entity participates) where the provision of the service involves the disclosure of individually identifiable health information from such covered entity (or arrangement), or from another business associate of such covered entity (or arrangement), to the person.

13. Biometric identification – An identification system that identifies a human from a measurement of a physical feature or repeatable action of the individual, such as, hand geometry, retinal scan, iris scan, fingerprint patterns, facial characteristics, DNA sequence characteristics, voice prints, and hand written signature. (§142.308(c)(1)(v) HHS HIPAA Security NRPM)

14. Classification based access control – Protection of data from unauthorized access by the designation of multiple levels of access authorization clearances to be required for access, dependent upon the sensitivity of the information.

15. Context-based access – An access control based on the context of a transaction (as opposed to being based on attributes of the initiator or target). The “external” factors might include time of day, location of the user, strength of user authentication, etc.

16. Consent – Permission granted by the patient or the patient’s guardian to use or disclose protected health information for purposes of treatment, payment or health care operations.

17. Covered entities –

a. A health plan.

b. A health care clearinghouse.

c. A health care provider who transmits any health information in electronic form in connection with a transaction covered by this subchapter.

18. Data authentication – The corroboration that data has not been altered or destroyed in an unauthorized manner. Examples of how data corroboration may be assured include the use of a check sum, double keying, a message authentication code, or digital signature.

19. Designated record set – A group of records maintained by or for a covered entity that includes the medical records and billing records about individuals maintained by or for a covered health care provider; the enrollment, payment, claims adjudication, and case or medical management record systems maintained by or for a health plan; or used, in whole or in part, by or for the covered entity to make decisions about individuals. For purposes of this definition, the term record means any item, collection, or grouping of information that includes protected health information and is maintained, collected, used, or disseminated by or for a covered entity.

20. De-identified information – Health information that meets the standard and implementation specifications under section 164.514 (a) and (b).

21. Digital signature – An electronic signature based upon cryptographic methods of originator authentication, computed by using a set of rules and a set of parameters such that the identity of the signer and the integrity of the data can be verified. (FDA Electronic Record; Electronic Signatures; Final Rule)

22. Disaster recovery – The process whereby an enterprise would restore any loss of data in the event of fire, vandalism, natural disaster, or system failure. (CPRI, 1996c, as cited in HISB, DRAFT GLOSSARY OF TERMS RELATED TO INFORMATION SECURITY IN HEALTH CARE INFORMATION SYSTEMS draft Glossary of Terms Related to Information Security in Health Care Information Systems)

23. Disclosure – Any release, transfer, provision of access to, or divulging in any other manner of protected health information outside the entity holding the information.

24. Discretionary Access Control (DAC) – is used to control access by restricting a subject’s access to an object. It is generally used to limit a user’s access to a file. In this type of access control it is the owner of the file who controls other users’ accesses to the file.

25. Double keying – The act of key entering data twice to ensure the accuracy of the data entered.

26. Electronic data interchange (EDI) – Intercompany, computer-to-computer transmission of business information in a standard format. For EDI purists, ``computer-to- computer'' means direct transmission from the originating application program to the receiving, or processing, application program, and an EDI transmission consists only of business data, not any accompanying verbiage or free-form messages. Purists might also contend that a standard format is one that is approved by a national or international standards organization, as opposed to formats developed by industry groups or companies. (EDI Security, Control, and Audit)

27. Encryption – Transforming confidential plaintext into cipher text to protect it (also called encipherment). An encryption algorithm combines plaintext with other values called keys, or ciphers, so the data becomes unintelligible. Once encrypted, data can be stored or transmitted over unsecured lines. (EDI Security, Control, and Audit)

28. Emergency mode operation - Access controls in place that enable an enterprise to continue to operate in the event of fire, vandalism, natural disaster, or system failure.

29. Entity authentication – 1. Processes that are put in place to guard against unauthorized access to data that is transmitted over a communications network (§142.308(d) HHS HIPAA Security NRPM). 2. A communications/network mechanism to irrefutably identify authorized users, programs, and processes, and to deny access to unauthorized users, programs and processes. (§142.308(d)(2)(iii) HHS HIPAA Security NRPM)

30. Equipment control (into and out of site) – Documented security procedures for bringing hardware and software into and out of a facility and for maintaining a record of that equipment. This includes, but is not limited to, the marking, handling, and disposal of hardware and storage media.

31. Facility security plan – A plan to safeguard the premises and building(s) (exterior and interior) from unauthorized physical access, and to safeguard the equipment therein from unauthorized physical access, tampering, and theft.

32. Fundraising – An activity of a covered entity intended to raise funds to benefit the covered entity or an institutionally related foundation that has as its mission to benefit the covered entity.

33. Group Health Plan – An employee welfare benefit plan, including insured and self-insured plans, to the extent that the plan provides medical care, including items and services paid for as medical care, to employees or their dependents directly or through insurance, reimbursement, or otherwise.

34. Guideline – a policy or rule intended to give practical guidance.

35. Health care - care, services, or supplies related to the health of an individual.  Health care includes, but is not limited to, the following: (1) Preventive, diagnostic, therapeutic, rehabilitative, maintenance, or palliative care, and counseling, service, assessment, or procedure with respect to the physical or mental condition, or functional status, of an individual or that affects the structure or function of the body; and (2) Sale or dispensing of a drug, device, equipment of other item in accordance with a prescription.

36. Health care operations – Any of the named activities (see §164.501) of the covered entity to the extent that the activities are related to covered functions, and any of the following activities of an organized health care arrangement in which the covered entity participates:

a. Conducting quality assessment and improvement activities;

b. Reviewing the competence or qualifications of health care professionals

c. Underwriting, premium rating

d. Conducting or arranging for medical review, legal services, and auditing functions, including fraud and abuse detection and compliance programs;

e. Business planning

f. Business management and general administrative activities of the entity

37. HHS or Secretary – the Department of Health and Human Services or the Secretary of Health and Human Services.

38. Health information – Any information, oral or recorded in any medium, that:

a. Is created or received by a health care provider, health plan, public health authority, employer, life insurer, school or university, or health care clearinghouse; and

b. Relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual.

39. Hybrid entity – Means a single legal entity that is a covered entity and whose covered functions are not its primary functions.

40. Implementation Specification – Specific requirements or instructions for implementing a standard.

41. Individual – The person who is the subject of protected health information.

42. Individually identifiable health information – Information that is a subset of health information, including demographic information collected from an individual, and that: (1) Is created or received by a health care provider, health plan, employer, or health care clearinghouse; and (2) Relates to the past, present, or future physical or mental health or condition of an individual, the provision of health care to an individual, or the past, present, or future payment for the provision of health care to an individual, and Which identifies the individual, or (ii) With respect to which there is a reasonable basis to believe that the information can be used to identify the individual.

43. Information access control – Formal, documented policies and procedures for granting different levels of access to health care information.

44. IRB- Institutional Review Board, established to review research activities in accordance with federal regulations.

45. Internal audit – The in-house review of the records of system activity (for example, logins, file accesses, security incidents) maintained by an organization.

46. Mandatory Access Control (MAC) – A means of restricting access to objects that is based on fixed security attributes assigned to users and to files and other objects. The controls are mandatory in the sense that users or their programs cannot modify them.

47. Marketing – Communication about a product or service a purpose of which is to encourage recipients of the communication to purchase or use the product or service.

48. Message authentication code – Data associated with an authenticated message that allows a receiver to verify the integrity of the message. (Glossary of INFOSEC and INFOSEC Related Terms - Idaho State University)

49. Minimum necessary – When using or disclosing protected health information or when requesting protected health information from another covered entity, a covered entity must make reasonable efforts to limit protected health information to the minimum necessary to accomplish the intended purpose of the use, disclosure, or request.

50. Need-to-know – A security principle stating that a user should have access only to the data he or she needs to perform a particular function

51. Password – A confidential numeric and/or character string used in conjunction with a User ID to verify the identity of the individual attempting to gain access to a computer system.

52. Payment – Any of a number of activities by a covered entity involving reimbursement or coverage related to health care or health benefits. The definition of payment includes: obtaining premiums or identifying or providing benefits under a health plan; reimbursement for health services, determining eligibility, coverage, adjudication, or subrogation of health benefit claims; risk adjusting amounts due based on enrollee health status and demographics; billing, claims management, collection activities, obtaining payment under a contract for reinsurance and related health care data processing; review of health care services for medical necessity, coverage under a health plan, appropriateness of care, or justification of charges; utilization review activities, including pre-certification and preauthorization of services, concurrent and retrospective review of services; and disclosure to consumer reporting agencies of certain protected health information relating to collection of premiums or reimbursement (i.e., name and address, date of birth, social security number; payment history; account number; and name and address of the health care provider and/or health plan.

53. Personal identification number (PIN) – A number or code assigned to an individual and used to provide verification of identity.

54. Plan – a detailed scheme or method for the accomplishment of an object.

55. Plan Administration Functions – Administration functions performed by the Plan Sponsor of a Group Health Plan on behalf of the Group Health Plan and excludes functions performed by the Plan Sponsor in connection with any other benefit or benefit plan of the Plan Sponsor.

56. Plan Sponsor – The employer in the case of an employee benefit plan established or maintained by a single employer, the employee organization in the case of a plan established or maintained by an employee organization, or in the case of a plan established or maintained by two or more employers or jointly by one or more employers and one or more employee organizations, the association, committee, joint board of trustees, or other similar group of representatives of the parties who establish or maintain the plans. 

57. Policy – A general principle or plan that guides the actions taken by an individual or group.

58. Procedure – A way of performing or accomplishing something; a series of steps; course of action.

59. Process – A series of steps, actions or operations used to bring about a desired result.

60. Protected health information – Individually identifiable health information that is or has been electronically maintained or electronically transmitted by a covered entity, as well as such information when it takes any other form that is (1) Created or received by a health care provider, health plan, employer, or health care clearinghouse; and (2) Relates to the past, present, or future physical or mental health or condition of an individual, the provision of health care to an individual, or the past, present, or future payment for the provision of health care to an individual.

61. Research – Means a systematic investigation, including research development, testing, and evaluation, designed to develop or contribute to generalizable knowledge.

62. Role-based access control – Role-based access control (RAC) is an alternative to traditional access control models (e.g. discretionary or non-discretionary access control policies) that permits the specification and enforcement of enterprise-specific security policies in a way that maps more naturally to an organization’s structure and business activities. With RBAC, rather than attempting to map an organization’s security policy to a relatively low-level set of technical controls (typically, access control lists), each user is assigned to one or more predefined roles, each of which has been assigned the various privileges needed to perform that role.

63. Standard – A rule, condition, or requirement describing the following information for products, systems, services or practices: classification of components, specification of materials, performance, or operations; or delineation of procedures; or with respect to the privacy of individually identifiable health information.

64. Summary Health Information – Information 

a. That may be individually identifiable health information, and:

b. That summarizes the claims history, claims expenses, or type of claims experienced by individuals for whom a Plan Sponsor has provided health benefits under a Group Health Plan; and

1. From which the following identifiers of the individual or of relatives, employers, or household members of the individual, are removed (e.g. it has been “deidentified”):

2. Names.

3. All geographic subdivisions smaller than a State, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial five digits of a zip code if, according to the current publicly available data from the Bureau of the Census:

4. The geographic unit formed by combining all zip codes with the same five initial digits contains more than 20,000 people; and 

5. The initial five digits of a zip code for all such geographic units containing 20,000 or fewer people is changed to 00000.

d. All elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older.

e. Telephone numbers.

f. Fax numbers.

g. Electronic mail addresses.

h. Social security numbers.

i. Medical record numbers.

j. Health plan beneficiary numbers.

k. Account numbers.

l. Certificate/license numbers.

m. Vehicle identifiers and serial numbers, including license plate numbers.

n. Device identifiers and serial numbers.

o. Web Universal Resource Locators (URLs).

p. Internet Protocol (IP) address numbers.

q. Biometric identifiers, including finger and voiceprints.

r. Full face photographic images and any comparable images.

s. Any other unique identifying number, characteristic, or code.

65. Technical security mechanisms – To protect sensitive communication that is transmitted electronically over open networks so that it cannot be easily intercepted and interpreted by parties other than the intended recipient. (§142.308(d)(2) HHS HIPAA Security NRPM)

66. Time-of-day access control – Access to data is restricted to certain periods, e.g., Monday through Friday, 8:00 a.m. to 6:00 p.m.

67. Token – A physical item containing an electronic device used to provide identity and to obtain access, typically a device that can be inserted in a door or a computer system. (O’Reilly, 1992) (As cited in HISB, DRAFT GLOSSARY OF TERMS RELATED TO INFORMATION SECURITY IN HEALTH CARE INFORMATION SYSTEMS drafts Glossary of Terms Related to Information Security in Health Care Information Systems).

68. Treatment - The provision, coordination, or management of health care and related services by one or more health care providers, including the coordination or management of health care by a health care provider with a third party; consultation between health care providers relating to a patient; or the referral of a patient for health care from one health care provider to another.

69. Unique user identifier – A combination name/number assigned and maintained in security procedures for identifying and tracking individual user identify. (§142.308(c)(1)(v) HHS HIPAA Security NRPM)

70. Use – Means, with respect to individually identifiable health information, the sharing, employment, application, utilization, examination, or analysis of such information within an entity that maintains such information.

71. User-based access – Refers to a security mechanism used to grant users of a system access based upon the identity of the user.

72. User ID – A unique identifier given to an individual allowing that individual access to a computer system. A User ID is usually accompanied by a password.

73. Workforce – Employees, volunteers, trainees, and other persons whose conduct, in the performance of work for a covered entity, is under the direct control of such entity, whether or not they are paid by the covered entity.
Subject:

Progressive Discipline

Laws/Regulations:
State Human Resource Regulation 19-717; Sec. 1171 through 1179 of the Social Security Act, (42 U.S.C. 1320d-1329d-8) as added by sec. 262 of Pub. L. 104-191, 110 Stat. 2021-2031 and sec. 264 of Pub. L. 104-191 (42 U.S.C. 1320d-2(note)). HIPAA - 45CFR Preamble and Part 164, Sections §164.520, §164.530(e)(1), §164.530(g), §164.502(g) 

SOUTH CAROLINA DEPARTMENT OF DISABILITIES 

AND SPECIAL NEEDS

PROGRESSIVE DISCIPLINE POLICY

THE LANGUAGE USED IN THIS POLICY DOES NOT CREATE AN EMPLOYMENT CONTRACT BETWEEN THE EMPLOYEE AND THE AGENCY.  THE AGENCY RESERVES THE RIGHT TO REVISE THE CONTENTS OF THIS POLICY, IN WHOLE OR IN PART.

POLICY: 

1.
PURPOSE
A.
This guide should be used to provide a basis for discipline administered by supervisors in a manner that is fair and consistent at all echelons of the department without regard to race, religion, age, sex, national origin, or disability.  The department has the right to expect that all employees will adhere to Health Insurance Portability and Accountability Act of 1996 (HIPAA).

B.
It is expected that employees, regardless of classification or type of work performed, violating HIPAA, will be disciplined in one or more of the following manners:

1. Oral Reprimand

2. Written Reprimand

3. Reassignment

4. Demotion

5. Suspension

6. Termination

Subject:

Notice of Privacy Practices of Protected Health Information

Laws/Regulations:
HIPAA Privacy Rules;  Sec. 1171 through 1179 of the Social Security Act, (42 USC 1320-1329d-8) as added by sec. 26 of      Pub. L. 104-191, 100 Stat. 2021-2031 and sec. 264 of Pub. L. 104-91 (42 USC 1320-2(note)).

Policy Statement:
All DDSN consumers have a right to adequate notice of the uses and disclosures of their protected health information that may be made by DDSN providers, and of their individual rights and DDSN’s legal duties with respect to protected health information.

Rules:

1.
DDSN must provide a notice of privacy practices(form”    ) to clients who have a direct treatment relationship with a DDSN health care provider:

a. No later than the date of first service delivery to the consumer; or

b. In an emergency situation, as soon as reasonably practicable after the emergency treatment situation.

2. Except in an emergency situation, DDSN will make a good faith effort to obtain                                     written acknowledgement of the consumer’s receipt of the notice, and if not obtained,   document its good faith efforts to obtain such acknowledgement and the reason why the acknowledgement was not obtained.

Procedure:

1.
DDSN will provide a notice that is written in plain language and contains the following elements:

      a.  Header:
The notice must contain the following header:
“THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.  PLEASE REVIEW IT CAREFULLY.”

b. A description of uses and disclosures, including at least one example of each, that DDSN is permitted to make for treatment, payment, and healthcare operations.

c. A description of each of the other purposes for which DDSN is permitted or required by the Privacy Rules to use or disclose protected health information without the consumer’s written authorization.

d. The more stringent interpretation of privacy laws, if federal and state requirements are in conflict.

e. A description of uses and disclosures in sufficient detail to place the consumer on notice of the uses and disclosures that are permitted or required by law.

f. A statement of uses and disclosures that can be made only with the consumer’s written authorization.

g. A statement of the consumer’s right to revoke the authorization.

h. A statement that the individual may be contacted for appointment reminders or information about treatment alternatives or other health-related benefits and services.

i. A statement of the consumers’s rights to:

1. Request restrictions on certain uses and disclosures of protected health information, including a statement that DDSN is not required to agree to the requested restriction;

2. Receive confidential communications of protected health information;

3. Inspect and copy protected health information;

4. Request amendment of protected health information;

5. Receive an accounting of disclosures;

6. Receive an electronic or paper copy of the notice upon request;

j. A statement of DDSN’s duties including:

k. A statement that DDSN is required by law to maintain the privacy of protected health information and to provide consumers with notice of its legal duties and privacy practices with respect to protected health information;

l. A statement that DDSN is required to abide by the terms of the notice currently in effect;

m. A statement that DDSN reserves the right to change the terms of the notice and to make the new notice provisions effective for all protected health information maintained by DDSN, and how clients can obtain copies of the revised notice;

n. A statement that consumers may complain to DDSN and to the Secretary of the US Department of Health and Human Services if they believe their privacy rights have been violated, along with a description of how the consumer may file a complaint;

o. A statement that the consumer will not be retaliated against, threatened or intimidated for filing a complaint;

p. The name or title, and telephone number of the DDSN Privacy Officer to contact for further information;

q. The effective date of the notice.

2.
DDSN will revise and distribute its notice whenever there is a material change to the uses or disclosures, the consumer’s rights, DDSN’s legal duties or other privacy practices as stated in the notice.  Except when required by law, a material change to any term of the notice may not be implemented prior to the effective date of the notice in which such material change is reflected.

3.
DDSN will make the notice available on request to any person or consumer who requests a copy of the notice; DDSN will also post the current version of the notice on the agency web site and make the notice available electronically.  Any person may request an e-mail or paper copy of the notice.

SOUTH CAROLINA DEPARTMENT OF DISABILITIES 

AND SPECIAL NEEDS
Effective Date: April 14, 2003
THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.  PLEASE REVIEW IT CAREFULLY.

OUR PLEDGE REGARDING YOUR HEALTH INFORMATION:

SCDDSN is committed to protecting the privacy of your health information.  We create a record of the health care and services you receive in order to provide you with quality care and to comply with legal requirements.  

This Notice explains how we may use or release your health information, our obligations related to the use and release of your health information, and your rights regarding your health information.  We are required by law to make sure that health information that identifies you is kept private, to give you this Notice of our legal duties and privacy practices with respect to your health information, and to follow the terms of our current Notice.

This Notice applies to all of the records of your care generated by SCDDSN, whether made by agency personnel or another health care provider. The practices described in this Notice will be followed by all SCDDSN Boards, any member of a volunteer group we allow to help you while you are in this facility, and all employees, staff and other SCDDSN personnel.

If you have any questions about this Notice of Privacy Practices, please contact:



SCDDSN Privacy Officer



South Carolina Department of Disabilities and Special Needs



3440 Harden Street Ext.



Columbia, SC  29240



(803) 898-9729 

HOW SCDDSN USES AND RELEASES HEALTH INFORMATION  
The following categories describe different ways SCDDSN uses and releases health information.  

· For Treatment.  We use your health information to provide you with medical treatment or services.  We may release your health information to caregivers such as doctors, nurses, technicians, medical students, or other clinic or SCDDSN personnel who take care of you at SCDDSN.  For example, a doctor treating you may need to know if you have diabetes because diabetes can have an impact on your treatment.  In addition, the doctor may need to refer you to a dietitian for additional counseling and services. Different divisions or departments of SCDDSN also may share health information about you in order to coordinate your different needs, such as prescriptions, lab work and referrals.  We also may release information to persons outside of SCDDSN who assist in your care such as family members or other healthcare providers.    

· For Payment.  We may use and release your health information to bill and collect payment for your treatment and services from an insurance company or a third party.  For example, we may need to give your health plan information about a service you received at one of our clinics so your health plan will pay us or reimburse you for the service.  We may also tell your health plan about a treatment you are going to receive to obtain prior approval or to determine whether your plan will cover the treatment. 
· For Health Care Operations.  We may use and release your health information for healthcare operations necessary to run the clinic and make sure that all of our patients receive quality care.  For example, we may use your health information to review our treatment and services and to evaluate the performance of our staff in caring for you.  We may combine health information about many clinic patients to decide what additional services we should offer, what services are not needed, and whether certain new treatments are effective.  We may also disclose information to doctors, nurses, technicians, medical students, and other clinical personnel for review and learning purposes.  We may also combine the health information we have with information from other providers to compare how we are doing and see where we can make improvements in the care and services we offer.  We may remove information that identifies you from this set of medical information so others may use it to study health care and health care delivery without learning who the specific patients are.
· Treatment Alternatives and Health-Related Benefits and Services.  We may use and release your health information to tell you about or recommend possible treatment options or alternatives, or health-related benefits or services that may be of interest to you.  
· Individuals Involved in Your Care or Payment for Your Care.  We may release health information about you to a friend or family member who is involved in your healthcare.  We may also give information to someone who helps pay for your care. In addition, we may disclose health information about you to an agency assisting in disaster relief efforts so that your family can be notified about your condition, status and location.
· Research.  Under certain circumstances, we may use and release your health information for research purposes.  For example, a research project may involve the Greenwood Genetics clinic. All research projects, however, are subject to a special approval process.  This process evaluates a proposed research project and its use of health information, trying to balance the research needs with patients' need for privacy of their health information.  Before we use or disclose health information for research, the project will have been approved through this research approval process, but we may, however, disclose health information about you to people preparing to conduct a research project.  For example, information may be disclosed to help them look for consumers with specific medical or health needs, so long as the health information they review does not leave SCDDSN or the Green wood Genetics Clinic.  
· As Required By Law.  We will release health information about you when we are required to do so by federal or state law.
· To Avert a Serious Threat to Health or Safety.  We may use and release health information about you when necessary to prevent a serious threat to your health and safety or the health and safety of the public or another person.  Any disclosure, however, would only be to someone able to help prevent the threat.  
USE AND RELEASES OF YOUR INFORMATION IN SPECIAL SITUATIONS

· Organ and Tissue Donation.  If you are an organ donor, we may release your health information to organizations that handle organ procurement or organ, eye or tissue transplantation or to an organ donation bank, as necessary to facilitate organ or tissue donation and transplantation. 
· Military and Veterans.  If you are a member of the armed forces, we may release health information about you as required by military command authorities.  We may also release health information about foreign military personnel to the appropriate foreign military authority. 
· Workers' Compensation.  We may release health information about you for workers' compensation or similar programs that provide benefits for work-related injuries or illness. 
· Public Health Risks.  We may release your health information for public health activities such as the following: to prevent or control disease, injury or disability; to report vital events such as births and deaths; to report child abuse or neglect; to report reactions to medications or problems with products; to notify people of recalls of products they may be using; to notify a person who may have been exposed to a disease or may be at risk for contracting or spreading a disease or condition; to notify the appropriate government authority if we believe a patient has been the victim of abuse, neglect or domestic violence (we will only release information for this reason if you agree to the release or if we are required or authorized to make the release by law.)
· Health Oversight Activities.  We may release your health information to a health oversight agency for activities authorized by law such as audits, investigations, inspections, and licensing.  These activities are necessary for the government to monitor the health care system, government programs, and compliance with civil rights laws.
· Lawsuits and Disputes.  If you are involved in a lawsuit or a dispute, we may release your health information in response to a court or administrative order.  We may also disclose health information about you in response to a subpoena, discovery request, or other lawful process by someone else involved in the dispute, but only if we have made an effort to tell you about the request or to obtain an order protecting the information requested.  

· Law Enforcement.  We may release health information if asked to do so by a law enforcement official: 
· In response to a court order, subpoena, warrant, summons or similar process; 
· To identify or locate a suspect, fugitive, material witness, or missing person; 
· About the victim of a crime if, under certain limited circumstances, we are unable to obtain the person's agreement; 
· About a death we believe may be the result of criminal conduct; 
· About criminal conduct at the hospital; and 
· In emergency circumstances to report a crime; the location of the crime or victims; or the identity, description or location of the person who committed the crime.  
· Coroners, Medical Examiners and Funeral Directors.  We may release health information to a coroner or medical examiner.  This may be necessary, for example, to identify a deceased person or determine the cause of death.  We may also release health information to funeral directors as necessary to carry out their duties.  
· National Security and Intelligence Activities.  We may release health information about you to authorized federal officials for intelligence, counterintelligence, and other national security activities authorized by law.  
· Protective Services for the President and Others.  We may disclose health information about you to authorized federal officials so they may provide protection to the President, other authorized persons or foreign heads of state or conduct special investigations.  
· Inmates.  If you are an inmate of a correctional institution or under the custody of a law enforcement official, we may release health information about you to the correctional institution or law enforcement official if the release is necessary for the institution to provide you with health care, to protect your health and safety or the health and safety of others, or for the safety and security of the correctional institution.


· We will not use or release your health information for purposes of marketing or fund-raising activities.

YOUR HEALTH INFORMATION RIGHTS 

You have the following rights regarding the health information SCDDSN has about you:

· Right to Inspect and Copy.  You have the right to request to see and receive a copy of your health information, including your medical, billing or health care payment information.  This does not include psychotherapy notes or information needed for civil, criminal or administrative proceedings. To see or obtain a copy of your health information, send a written request to the Privacy Officer named on the first page of this Notice. We may charge a fee for the costs of copying, mailing or other supplies associated with your request.  In limited cases, we may deny your request.  If your request is denied, you may request a review of the denial.  Another licensed health care professional chosen by SCDDSN will review your request and the denial.  The person conducting the review will not be the same person who denied your request.  We will comply with the reviewer’s decision.  

· Right to Amend.  If you believe your health information is incorrect or incomplete, you may ask us to amend the information by sending a request in writing to the Privacy Officer, stating the reason you believe your information should be amended.  We may deny your request if you ask us to amend information that was not created by us; is not part of the health information kept by or for SCDDSN; is not part of the information you would be permitted to inspect and copy; or your health information is accurate and complete.  You have the right to request an amendment for as long as SCDDSN keeps the information.

Right to an Accounting of Releases.  You have the right to request a list of the releases we have made of your health information.  This list will not include health information released to provide treatment to you, obtain payment for services, or for administrative or operational purposes; releases for national security purposes; releases to correctional or other law enforcement facilities; releases authorized by you; releases to persons involved in your health care; and releases made prior to April 16, 2003.

You must submit your request in writing to the Privacy Officer, stating a time period that may not go back further than six years and may not include dates before April 14, 2003.  Your request should indicate in what form you want the list (for example, by paper or electronically).  The first list you request within a 12- month period will be free. We may charge you for the cost of providing additional lists.  If so, we will notify you of the cost and you may withdraw or modify your request before any costs are charged to you.    

· Right to Request Restrictions.  You have the right to request a restriction or limitation on the health information we use or disclose about you for treatment, payment or health care operations.  You also have the right to request a limit on the health information we disclose about you to someone who is involved in your care or the payment for your care, like a family member or friend.  For example, you may ask that we not use or disclose information about an immunization or particular service you had. 

We are not required to agree to your request.  If we do agree, we will comply with your request unless the information is needed to provide you emergency treatment.

To request restrictions, you must make your request in writing to the Privacy Officer.  In your request, you must tell us: (1) what information you want to limit; (2) whether you want to limit our use, disclosure or both; and (3) to whom you want the limits to apply, for example, disclosures to your spouse.

· Right to Request Confidential Communications.  You have the right to request that we communicate with you about health matters in a certain way or at a certain location.  For example, you can ask that we only contact you at work or by mail. To request confidential communications, you must make your request in writing to the Privacy Officer.  We will not ask you the reason for your request.  We will accommodate all reasonable requests.   Your request must specify how or where you wish to be contacted.

· Right to a Paper Copy of This Notice.  You have the right to request a paper copy of this notice at any time by contacting the Privacy Officer named in this Notice

CHANGES TO THIS NOTICE

· We reserve the right to change this notice.  We may make the revised or changed notice effective for medical information we already have about you as well as any information we receive in the future.  We will post a copy of the current notice at DDSN and local Boards.  The notice will contain on the first page, in the top right-hand corner, the effective date.  In addition, each time you receive care or referral services at a local Board, your local Board will offer you a copy of the current notice in effect.  

COMPLAINTS

If you believe your privacy rights have been violated, you may file a complaint with the SCDDSN Privacy Officer or with the Secretary of the Department of Health and Human Services.  To file a complaint with SCDDSN, submit your complaint in writing to the Privacy Officer at the address listed on the first page of this Notice.  All complaints must be submitted in writing. 

You will not be penalized or retaliated against for filing a complaint.

OTHER USES OF HEALTH INFORMATION

This Notice describes and gives some examples of the permitted ways your health information may be used or released.  We will ask for your written permission before we use or release your health information for purposes not covered in this Notice or required by law. If you provide us written permission to use or release information, you can change your mind and remove your permission at any time by notifying the Privacy Officer in writing.  If you remove your permission, we will no longer use or release the information for that purpose.  However, we will not be able to take back any release that we made with your permission, and we are required to retain our records of the care that we provided to you.

Subject:   

HIPAA Privacy Office

Laws/Regulations:
Sec. 1171 through 1179 of the Social Security Act, (42 U.S.C. 1320d-1329d-8) as added by sec. 262 of Pub. L. 104-191, 110 Stat. 2021-2031 and sec. 264 of Pub. L. 104-191 (42 U.S.C. 1320d-2(note)).  Health Insurance and Portability and Accountability Act 45 CFR Sections §160.310, §164.520, §164.526, §164.530(a), §164.530(f), §164.530 (i) and §164.534.

Policy Statement:
The DDSN Privacy Officer is responsible for the development and implementation of Department policies and procedures related to HIPAA, and for compliance and complaint processes.  

Rules:

1.
The Privacy Officer will designate a contact person in each covered program area that is responsible for:

a. Receiving complaints concerning the substance of HIPAA policies and procedures for the privacy regulation;

b. Receiving complaints concerning DDSN’s compliance with HIPAA policies and procedures or with the requirements of the privacy regulation; and

c. Providing further information about privacy practices.

2. 
The Privacy Office will maintain documentation and records related to HIPAA policies and procedures and any revisions to them. Policies and procedures necessitated by changes in law must be made and implemented in conformance with federal regulations. The Privacy Office will keep records of HIPAA compliance and submit compliance reports as required.

3.
The Privacy Office will be responsible for mitigating, to the extent practicable, any harmful effect that is known to the Department of a use or disclosure of protected health information in violation of DDSN policies and procedures or of the terms of business associate agreements.

 Procedures:

1.
The local Board Privacy Officer will maintain required documentation for the notice of privacy and all changes to it, with a chronological listing of the dates of changes.

2. 
The Privacy Office will take reasonable steps to assure that Department staff mitigate potentially harmful effects based on knowledge of where the information has been disclosed, how it might be used to cause harm to the consumer or another individual, and what steps can actually have a mitigating effect. For example, if protected health information is inadvertently provided to a third party without authorization in a domestic abuse situation, the Department would be expected to promptly contact the consumers well as appropriate authorities and tell them of the potential danger. 

3.
The Privacy Officer will establish a Privacy Committee appointed by the agency director. 

Subject:  
Privacy Complaint Policy

Laws/Regulations:
Sec. 1171 through 1179 of the Social Security Act, (42 U.S.C. 1320d-1329d-8) as added by sec. 262 of Pub. L. 104-191, 110 Stat. 2021-2031 and sec. 264 of Pub. L. 104-191 (42 U.S.C. 1320d-2(note)).Sec. 1171 through 1179 of the Social Security Act, (42 U.S.C. 1320d-1329d-8) as added by sec. 262 of Pub. L. 104-191, 110 Stat. 2021-2031 and sec. 264 of Pub. L. 104-191 (42 U.S.C. 1320d-2(note)).HIPAA Privacy Rule, Section 164.530(d)

Policy Statement:
Any individual who believes the rights granted by the Health Insurance Portability and Accountability Act (HIPAA) privacy regulations, or any other state or federal laws dealing with privacy and confidentiality, have been violated may file a complaint to the Department regarding the alleged privacy violation.

Rules:

1.
Employee Responsibility:

a. All consumers requiring health services documented in the medical record shall be given a copy of the privacy notice informing them of their rights under HIPAA and of the process for filing a complaint regarding an alleged privacy violation.

Procedures:

1.
Filing a Complaint to DDSN

a. Any privacy-related complaint made by a consumer, employee, or volunteer should be submitted orally or in writing to the DDSN Privacy Officer, 3440 Harden Street Ext., Columbia, SC  292040.

2. 
Investigation of Complaints:

a. The Privacy Officer will investigate complaints made by consumers regarding alleged breaches of their privacy as well as complaints made by employees who believe fellow employees have violated client privacy standards.

b. The Privacy Officer will contact senior management and appropriate staff from the office in which the alleged violation occurred to obtain any information necessary to investigate the complaint.

d. The Privacy Officer will notify the Associate State Director, Policy and the senior manager of the office in which the alleged violation occurred of the outcome of the investigation.

e. If as a result of the investigation an individual is found to be in violation of an institutional policy, he/she will be subject to provisions of DDSN and/or state employee disciplinary policy.

3. 
Record Keeping

a. The Privacy Officer must retain written records of all complaints received and their disposition, if any, for six years.

DRAFT

CONSUMER/EMPLOYEE PRIVACY (HIPAA) COMPLAINT FORM

Instructions:  You may complete this form, call the DHEC Privacy Officer at (803-898-9729), or call the United States Office of Civil Rights at (1-800-421-3481) if you wish to complain about a violation of privacy rights related to medical information.  Please note that complaints must be filed within 180 days of the time you become aware of the violation of privacy.

Name___________________________________________________
Address_________________________________________________


(Street, P. O. Box)



__________________________________________________



(City, Zip Code)

Telephone Number____(_____)_____________________________
Please state in detail why you believe your rights or the rights of other clients

to privacy of their medical information  have been violated.  Give names of employees involved, if known, the location, and date(s) the violation occurred. Mail the completed form to:  DHEC Privacy Officer, 2600 Bull Street, Columbia, SC  29201.  You will receive a written acknowledgement from the Privacy Officer within 15 days.

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

____________________
________________________





Signature






Date

Subject:  

Complaints to the Secretary of Health and Human Services

Laws/Regulations: 
Sec. 1171 through 1179 of the Social Security Act, (42 U.S.C. 1320d-1329d-8) as added by sec. 262 of Pub. L. 104-191, 110 Stat. 2021-2031 and sec. 264 of Pub. L. 104-191 (42 U.S.C. 1320d-2(note)).  HIPAA Privacy Rule, Sections §160.306, §160.306(b), §160.308, §160.310 (b, c). 

Policy Statement:
A person who believes a covered entity is not complying with the applicable requirements of part 160 or the applicable standards, requirements, and implementation specifications of subpart E or part 164 of this subchapter may file a complaint with the Secretary, United States Department of Health and Human Services.

Rules: 

1.  Process for filing complaints with the Secretary, United States Department of Health

     and Human Services:

a. A complaint must be filed in writing, either on paper or electronically.

b. A complaint must name the entity that is subject of the complaint and describe the acts or omissions believed to be in violation of the applicable requirements of this part 160 or the applicable standards, requirements, and implementation specifications of subpart E or part 164 of this subchapter.

c. A complaint must be filed within 180 days of when the complainant knew or should have known that the act or omission complained of occurred, unless this time limit is waived by the Secretary for good cause shown.

d. The Secretary may provide additional procedures for the filing of complaints, as well as the place and manner of filing, by notice in the Federal Register.

2. 
Review Process and Investigation: 

a. The Secretary may investigate complaints filed under this section.  Such investigation may include a review of the pertinent policies, procedures, or practices of the covered entity and of the circumstances regarding any alleged acts or omissions concerning compliance. 

Subject: 

Compliance Reviews

Laws/Regulations: 
Sec. 1171 through 1179 of the Social Security Act, (42 U.S.C. 1320d-1329d-8) as added by sec. 262 of Pub. L. 104-191, 110 Stat. 2021-2031 and sec. 264 of Pub. L. 104-191 (42 U.S.C. 1320d-2(note)).HIPAA Privacy Rule, Sections §160.308, §160.310 (b, c)

Policy Statement:  
The Secretary of Health and Human Services may conduct compliance reviews to determine whether covered entities are complying with the HIPAA Privacy Rules, and the applicable standards, requirements, and implementation specifications of subpart E of part 164 of the HIPAA Privacy Rules.  DDSN will maintain the integrity of records in its possession, and make all records available to the Secretary as requested.  No records will be hidden or destroyed by DDSN.

Rules:

1.
DDSN employees will cooperate in any HIPAA compliance reviews conducted by the United States Secretary of Health and Human Services.

2. DDSN must provide records and compliance reports, as required by the Secretary.  

3. DDSN must permit access, as requested by the Secretary, during normal business hours, to facilities, books, records, accounts, and other sources of information, including protected health information, that are pertinent to ascertaining compliance with applicable requirements of the HIPAA Privacy Rules.

4. If information requested of the Secretary is not in DDSN’s possession, DDSN must certify where the information may be obtained and what efforts DDSN has made to obtain the information from the entity in possession.

Subject:

Amending of Protected Health Information          

Laws/Regulations:
Sec. 1171 through 1179 of the Social Security Act, (42 U.S.C. 1320d-1329d-8) as added by sec. 262 of Pub. L. 104-191, 110 Stat. 2021-2031 and sec. 264 of Pub. L. 104-191 (42 U.S.C. 1320d-2(note)).  HIPAA Sections §164.526.

Policy Statement:
A consumer has the right to request amendments to protected health information or a record about the consumer in a designated record set for as long as the protected health information is maintained in the designated record set. This policy applies to any program area documenting protected health information.
Rules:


1. 
The consumer must request amendment of protected health information in writing and provide a reason to support the requested amendment.  A request must be acted on no later than 60 days after receipt of the request.

2.
If the consumer's request for amendment is accepted, the appropriate amendments must be made.

3. 
If the consumer's request for amendment is denied, a written statement of denial must be provided to the client, including the basis for the denial and the right to submit a statement of disagreement.

Procedures:

1.    
A request for amendment must be acted on no later than 60 days following receipt of the request.

2.     
A request for amendment must be forwarded to the local DSN Board Privacy Officer and a copy sent to the DDSN Privacy Office.

3.     
The local DSN Board Privacy Officer will designate the appropriate staff to review the request for amendment and to handle changes to the medical record.

4.     
The request for amendment shall be reviewed by the designated staff in conjunction with the staff who originally recorded the protected health information that is the subject of the request for amendment, and by the staff’s supervisor.  The supervisor shall consult with other Agency staff as needed to determine whether the amendment is appropriate. Any conflict shall be resolved by the DDSN Privacy Officer or his/her designee. 

5.     
If the request for amendment is approved, in whole or in part, the following actions must be taken:

a. Make the appropriate amendment to the medical record;

b. Notify the consumer that the request for amendment has been approved;

c. Obtain the consumer’s agreement with the proposed amendment and permission to notify necessary relevant persons of the amendment;

d. If the consumer will not give permission to notify necessary relevant persons of the amendment, document the attempt to obtain permission in the medical record prior to giving notification;

e. Tag the cover of the medical record to indicate that the record has been amended;  

f. File the completed amendment form in the medical record. 

6.     A request for amendment can be denied if: 

a. The protected health information that is the subject of the request was not created by DDSN;

b. The protected health information that is the subject of the request is not part of the designated record set;

c. The protected health information contained in the medical record is accurate and complete.

7.     
If the request for amendment is denied, in whole or in part, the consumer must be 
notified in writing.  The notification must contain the following:

a. A statement of the basis for the denial;

b. A statement that the consumer may submit a one-page written disagreement with the denial, stating the basis for disagreement with the decision and/or the Agency’s process; 

c. A statement that the consumer may request that future disclosures of the disputed protected health information include the request for amendment and the denial; 

d. A description of the procedures required to file complaints with the Agency and the Secretary of Health and Human Services.

8.      
Records must be maintained identifying the record or protected health information in the designated record set that is the subject of the disputed amendment and appending or otherwise linking the consumer’s request for amendment, the Agency’s denial, the client’s statement of disagreement with the denial, and any Agency rebuttal. 

9.     
If a consumer submits a statement of disagreement following a denial, subsequent disclosures of the disputed protected health information must include the items set forth in paragraph 8 above.  

Request to Amend Protected Health Information

Page 1

To be completed by consumer

Date:

Name of Client:

Address:

Phone Number:

Please specifically describe the protected health information which you are requesting be amended and the reason for amending.  Include the date of documentation, program area and name of staff person.

Please specifically state how you would like the protected health information to be amended.

Signature of Consumer or Legal Guardian:________________________________

Request to Amend Protected Health Information

Page 2

To be completed by Central Office staff

Medical Record Number:

Date Request Received:

Date Request Reviewed:

Names and Titles of Staff included in Review:

Was information:

Created by DDSN?

Part of the designated record set?

Accurate and Complete?

Was request to amend accepted or denied?

If accepted:

Date protected health information amended:

Date consumer notified:

Date notification of amendment made to relevant persons:

Amendment content:

If denied:

Reason for denial:

Date consumer notified:

Subject: 

HIPAA Minimum Necessary Standard


Laws/Regulations:
Sec. 1171 through 1179 of the Social Security Act, (42 U.S.C. 1320d-1329d-8) as added by sec. 262 of Pub. L. 104-191, 110 Stat. 2021-2031 and sec. 264 of Pub. L. 104-191 (42 U.S.C. 1320d-2(note)).  HIPAA 45 CFR Sections §164.502(b), and §164.514(d).

Policy Statement:
All DDSN employees working in the areas of the agency that are covered by HIPAA Privacy Rules must make reasonable efforts to limit the use and disclosure of, or request for, Protected Health Information to the minimum necessary in order to accomplish the purpose for which the use, disclosure, or request is made.  

Rules:

1. 
When using or disclosing protected health information or when requesting protected health information from another agency or organization covered by HIPAA, DDSN employees must make reasonable efforts to limit protected health information to the minimum necessary to accomplish the intended purpose of the use, disclosure, or request.

2. 
Exceptions:  The minimum necessary standard does NOT apply in the following situations:

a. Disclosures or requests by a health care provider for treatment;

b. Uses or disclosures made to the individual who is the subject of the protected health information or pursuant to an authorization signed by the individual;

c. Disclosures made to the Secretary of DHHS;

d. Uses and disclosures as required by law as described in §164.512(a) of the HIPAA Privacy Rules.

Procedures:

1. 
DDSN supervisors must identify employees or classes of employees, as appropriate, who need access to protected health information to carry out their duties; and for each such employee or classes of employees, the categories of protected health information to which access is needed and any conditions appropriate to such access.

2. 
For any type of disclosure of, or request for, protected health information that DDSN makes on a routine and recurring basis, the unit must implement standard protocols that limit the protected health information disclosed or requested to the amount reasonably necessary to achieve the purpose of the disclosure or request.  These standard protocols must be reviewed and approved by the DDSN Privacy Officer or his/her designee.

3. 
For all other disclosures of, or requests for, protected health information (i.e., non-routine, non-recurring) that a unit of DDSN makes, the unit must: (a) develop criteria designed to limit the protected health information disclosed or requested to the information reasonably necessary, and (b) review all requests for disclosure received by the unit and requests made by the unit on an individual basis to determine that the protected health information sought is limited to the minimum necessary.

Responsibilities:

Action:

HIPAA Minimum                    Work with DDSN supervisors to identify employees or Necessary Subcommittee         classes of employees who need access to protected health                                                                                                                    
information to carry out their duties.

All employees


Be aware of your level of access to protected health 





information; make reasonable efforts to limit disclosures

 


and requests to the minimum necessary information needed 

to perform your job duties.

Unit Directors
Develop and maintain standard protocols and criteria for disclosing and requesting protected health information; limit disclosures and requests to the minimum necessary information.  Maintain up-to-date documentation of the level of access to protected health information needed by each employee or categories of employees in your unit.

Privacy Officer/designees
Review standard protocols and criteria to assure that these 




procedures limit access to the minimum necessary 





information.  Participate in on-going compliance 





monitoring.

Subject: 

Uses, Disclosures and Accounting of Releases of Protected Health 



Information

Laws/Regulations: 
Sec. 1171 through 1179 of the Social Security Act, (42 U.S.C. 1320d-1329d-8) as added by sec. 262 of Pub. L. 104-191, 110 Stat. 2021-2031 and sec. 264 of Pub. L. 104-191 (42 U.S.C. 1320d-2(note)).  HIPAA 45 CFR Sections §164.502, §164.508, §164.510, §164.512, §164.522, §164.528, §164.530 (j).


South Carolina Physicians Patient Records Act, S.C. Code Ann. § 44‑115‑ 10, et seq. 


Access to Mental Health Information, S.C. Code Ann. § 44‑22‑110.

Policy Statement: 
Prior to releasing protected health information, DDSN staff must obtain the consumer’s authorization, unless this information is being released for a specified exemption listed in this policy under “Rules.” Accounting of disclosures will be available to the consumer for 6 years after the date of the disclosure.

Rules: 

1.
The consumer, or personal representative, has the right to request and receive his/her health information from DDSN medical and billing records, except for psychotherapy notes unless permission is granted by the therapist. 

2.
The consumer or the consumer’s personal representative has the right to request in writing the restriction of the use and disclosure of the consumer’s protected health information. If  DDSN agrees, then DDSN is bound to this agreement.

3. 
The consumer has the right to request confidential communication by alternative means (for example, sending confidential communication to an alternate address).

4.
The consumer has the right to designate verbally or in writing who he or she authorizes to receive his or her protected health information. (For example, a consumer may only want certain family members to participate in or be knowledgeable of his or her protected health information.)

5.
Disclosures exempt from consumer’s authorization or opportunity to agree or object:

a. As required by state law (such as required reporting of information);

b. For public health activities (specifically, for the purpose of preventing or controlling disease, injury or disability, including, but not limited to, the reporting of disease, injury, births and deaths, public health surveillance, investigations or interventions, to enable product recalls, to evaluate work related illnesses); See Policy 

c. About victims of abuse, neglect or domestic violence;

d. For health oversight activities (including audits as authorized by law, civil, administrative or criminal investigations, inspections as required by law, licensure or other activities necessary for oversight of the health care facility); See Policy
e. For judicial and administrative proceedings (such as response to a court order, subpoena, or other legal action);

f. For law enforcement purposes (including laws that require reporting of certain types of wounds or other physical injury, or limited information for identification and location purposes);

g. For information on decedents released to coroners, medical examiners and funeral directors as required to carry out their duties authorized by law (for example, to determine a cause of death);

h. For information released to organ procurement organizations for cadaveric organ, eye or tissue donation purposes;

i. For research purposes approved by Institutional Review Board; See Policy
j. To avert a serious threat to health or safety (the information is needed to prevent or lessen a serious and imminent threat to the health or safety of a person or the public); See Policy
k. For specialized government functions (including military and veterans activities, national security, intelligence, protective services to the President and others listed in 45 CFR 164.512(k));

l. For workers’ compensation disclosures in as required by with laws.

6.
All other disclosures require the consumer to complete an authorization for release of protected health information.

7.
Staff will make reasonable efforts to limit the release of protected health information to the minimum necessary to accomplish the intended request. 

8.
A consumer has the right to an accounting of the disclosures of his/her protected health information by DDSN in the 6 years prior to the request, except for:

a. Treatment, payment or operations; 

b. Releases to the client;

c. Facility’s directory;

d. National security/intelligence purposes;

e. Correctional institutions or law enforcement;

f. Releases occurring prior to implementation of HIPAA privacy rules.

g. Disclosures related to an authorization.

Procedures:

1.
 The consumer or his/her personal representative will complete a DDSN #- “Authorization to Release or Request Health Information” prior to release of information, except for exemptions described above.

2.
This authorization will be maintained in the client’s health record at DDSN for as long as the record is kept. (10 years after last services provided for adults and 13 years after last services provided for minors- SC Code § 44-115-10 et seq.- Physicians’ Patient Records Act.)

3.
An account of disclosures of protected health information, except for those mentioned in Rule #8 below, will be maintained for a period of at least 6 years from the date of disclosure.

4.
Requests for information must be acknowledged within 15 days, and completed within 60 days.

5.
Questions should be directed first to the local Board HIPAA staff, and then to the Central Office HIPAA staff as needed.

Subject:   
Uses and Disclosures for Public Health Activities by DDSN Employees


Laws/Regulations:
Sec. 1171 through 1179 of the Social Security Act, (42 U.S.C. 1320d-1329d-8) as added by sec. 262 of Pub. L. 104-191, 110 Stat. 2021-2031 and sec. 264 of Pub. L. 104-191 (42 U.S.C. 1320d-2(note)).  HIPAA 45 CFR Section §164.512(b).

Policy Statement:
DDSN may use or disclose protected health information for public health activities and purposes without obtaining consumer authorization.  Public health activities include the prevention or control of disease, injury, or disability. 

Rules:


DDSN employees may use or disclose protected health information for the following purposes:



1.
Public Health activities for purposes of preventing or controlling disease, injury, or disability including, but not limited to, reporting of disease, injury, or vital events such as births and deaths, and conducting public health surveillance, public health investigations, or public health interventions.  Public Health activities do not include the diagnosis and treatment of individual consumer receiving services from DDSN providers in home or residential settings or otherwise, such as sexually transmitted diseases, tuberculosis, family planning services, and prenatal care services. 

2. To the appropriate government authority authorized by law to receive reports of child abuse or neglect.

3. To other government entities, including the Food and Drug Administration (FDA) and appropriate licensing bodies, as required by law.

4. To notify persons who may have been exposed to a communicable disease or who may otherwise be at risk for contracting or spreading a disease or condition, as permitted or required by law.

5. To report, evaluate or investigate a work-related illness or injury, as long as information disclosed is limited to that pertaining to the workplace incident.  This includes activities related to diagnosis and treatment of health problems of DDSN employees.

Procedure:
1.
Any questions regarding the permitted uses and disclosures of protected health information for public health activities should be referred to the DDSN Privacy Officer at 803-898-9729.  

2. The DDSN Privacy Officer shall determine whether services provided or other DDSN activities constitute public health activities as defined under §164.512(b) of the HIPAA Privacy Rules.

3. Disclosures for public health purposes must be documented in the consumer’s record.  The documentation must be retrievable for tracking purposes for a minimum of six years following the disclosure.


4.
The accounting of disclosures must be documented on Form _______ at the time a client requests an accounting of disclosures of protected health information.

Subject:   
  
Uses and Disclosures to Avert a Serious Threat to Health or Safety

Laws/Regulations:
Sec. 1171 through 1179 of the Social Security Act, (42 U.S.C. 1320d-1329d-8) as added by sec. 262 of Pub. L. 104-191, 110 Stat. 2021-2031 and sec. 264 of Pub. L. 104-191 (42 U.S.C. 1320d-2(note)).  HIPAA 45 CFR Section§164.512j 

Policy Statement:
A DDSN employee may use or disclose protected health information if the employee, in good faith, believes that use or disclosure will help prevent a serious and imminent threat to the health or safety of a consumer or the public, or if instructed to do so by a DDSN manager or supervisor to avert a serious health or safety threat.  

Rules:
1. 

Employees can disclose protected health information when DDSN staff believe, in good faith, that the disclosure is necessary for law enforcement to prevent or lessen a serious and imminent threat to health or safety.  Disclosures must be made to a person or persons reasonably able to lessen or prevent the threat, including the target of the threat.

2. 

Employees can disclose protected health information if staff believe that the disclosure is necessary to identify or apprehend an individual admitting participation in a violent crime that may have caused serious physical harm, or where it appears that the individual has escaped from a correctional institution or police custody.

3.

Disclosure must be consistent with applicable laws and standards of ethical conduct.

4.  

Disclosure is limited to the minimum necessary that would help to avert the threat to health or safety.

5.

Exceptions - Use or Disclosure is not permitted if the protected health information was obtained under the following circumstances:

a. In the course of treatment to affect the inclination to commit the criminal conduct that is the basis for disclosure, or counseling or therapy; or

b. Through a request by the consumer for referral for treatment, counseling or therapy to affect the inclination to commit the criminal conduct that is the basis for disclosure.

Procedure:
1.  

The employee must obtain supervisor approval before the disclosure is made.  

Responsibilities:


Action:
All employees  


Obtain supervisor approval before disclosing protected health information for this purpose.

Supervisors 


Assure that their employees are aware of this policy.

Subject:   

Uses and Disclosures for Research Purposes


Laws/Regulations:
Sec. 1171 through 1179 of the Social Security Act, (42 U.S.C. 1320d-1329d-8) as added by sec. 262 of Pub. L. 104-191, 110 Stat. 2021-2031 and sec. 264 of Pub. L. 104-191 (42 U.S.C. 1320d-2(note)).  HIPAA 45 CRF Sections §164.506, §164.508, §164.512(i), §164.524, and §164.532.

Policy Statement:   
DDSN must review all activities involving research with human subjects. DDSN will review the effect of research protocols on the consumer’s privacy rights under HIPAA Privacy Rules.

Rules:

1.
All research activities involving human subjects will be reviewed by DDSN. The need for consumer authorization as defined by HIPAA to use or disclose protected health information for research will be determined by the DDSN Privacy Officer.  The assessment of the need for authorization is independent of requirements for informed consent.

2. 
Research that includes treatment of individuals cannot be conducted without individual authorizations for the use or disclosure of protected health information.  Additional research-specific elements must be included in the authorization form required under §164.508.  Optionally, the authorization may be included in the informed consent form for participation in research; or a consent to use or disclose protected health information to carry out treatment, payment, or health care operations under §164.506.

3. 
Exceptions:  Research based solely on de-identified records review is not subject to HIPAA.  

Procedure:

1.
All research activities involving human subjects and/or protected health information must be coordinated with DDSN. This applies to all research conducted or sponsored by DDSN; research directed by DDSN employees; research using any property or facility of DDSN; research using DDSN consumers as research subjects; and research involving the use of DDSN’s nonpublic information. 

Responsibilities:


Action:

Central Office Staff
Refer all research projects or requests for DDSN’s 





involvement in research activities to the DDSN Privacy Officer



Approval of the research activity must be obtained from DDSN                




Privacy Officer before the research takes place.

Subject:   
Protected Health Information – De-Identification and Re-Identification Policy


Laws/Regulations:
Sec. 1171 through 1179 of the Social Security Act, (42 U.S.C. 1320d-1329d-8) as added by sec. 262 of Pub. L. 104-191, 110 Stat. 2021-2031 and sec. 264 of Pub. L. 104-191 (42 U.S.C. 1320d-2(note)). HIPAA Regulation  45 CFR Sections 164.501, 164.514

Policy Statement:    Protected health information will not be released by DDSN without consumer authorization, or as permitted by exceptions under DDSN Administrative Policies or required by law, unless the information has been de-identified so that no individual consumer’s protected health information will be disclosed or made publicly available.

Rules:
1.
DDSN will not release any health information without consumer authorization or as permitted by exceptions under DDSN Administrative Policies or required by law, unless the information does not identify any individual, and there is no reasonable basis to believe that the information can be used to identify an individual.  Information that is de-identified is not protected health information.

2. Protected health information is de-identified where:

a. A person who has appropriate knowledge of and experience with generally accepted statistical and scientific principles and methods has determined that information is not individually identifiable. The applicable deputy area will be responsible for designating the appropriate person to make this determination.

b. The designated individual must apply such principles and methods necessary to determine that the risk is very small that the information could be used, alone or in combination with other reasonably available information, by any recipient to identify an individual who is a subject of the information; and
c. The designated individual documents the methods and results of analysis that justify the determination.

The following identifiers are removed:

a. Names

b. All geographic subdivisions smaller than a state, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for three digits of a zip code if, according to current publicly available data from the Bureau of the Census:

1. The geographic unit formed by combining all zip codes with the same three initial digits contains more than 20,000 people;

2. The initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is changed to 000;

3. All elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older;

d. Telephone numbers;

e. Fax numbers;

f. Electronic mail addresses;

g. Social security numbers;

h. Medical record numbers;

i. Health plan beneficiary numbers;

j. Account numbers;

k. Certificate/license numbers;

l. Vehicle identifiers and serial numbers, including license plate numbers;

m. Device identifiers and serial numbers;

n. Web Universal Resource Locators (URLs);

o. Internet Protocol (IP) numbers;

p. Biometric identifiers, including finger and voice prints;

q. Full face photographic images and any comparable images; and

r. Any other unique identifying number, characteristic, or code, unless no

 individual could be identified in any manner and the number or code is not derived from or related to information about the individual. 

The designated person must attest, on behalf of DDSN, to having no actual knowledge that the information could be used alone or in combination to identify a subject of the information.

3.
DDSN may re-identify the information as long as the use and disclosure of the information is in compliance with this policy. A code for re-identification may be assigned if not derived from consumer information.  This code must not be used for other purposes, and re-identification method must not be disclosed.

Procedure:

All activities involving the de-identification and re-identification of protected health information must be coordinated with the Office of Information Resource Management. 

Responsibilities:
Action:
DDSN Staff
Refer all activities related to de-identification or re-identification of protected health information to the Director of Information Resource Management, who will designate the appropriate staff for de-identification or re-identification.  

Subject:    
Uses and Disclosures of Data:  Limited Data Sets


Laws/Regulations:
Sec. 1171 through 1179 of the Social Security Act, (42 U.S.C. 1320d-1329d-8) as added by sec. 262 of Pub. L. 104-191, 110 Stat. 2021-2031 and sec. 264 of Pub. L. 104-191 (42 U.S.C. 1320d-2(note)).  HIPAA § 164.514(e)

Policy Statement:
When using or disclosing protected health information, a DDSN program area may use a limited data set that meets the requirements of this policy, if the unit enters into a data use agreement with the limited data set recipient in accordance with this policy.

Rules:
1.  The limited data set must not include any of the following direct identifiers of the individual who is the subject of the protected health information or of relatives, employers, or household members of the individual:  

a. Names; 

b. Postal address information, other than town or city, State, and zip code; 

c. Telephone numbers; 

d. Fax numbers; 

e. Electronic mail addresses; 

f. Social security numbers; 

g. Medical record numbers; 

h. Health plan beneficiary numbers; 

i. Account numbers;

j. Certificate/license numbers; 

k. Vehicle identifiers and serial numbers, including license plate numbers; 

l. Device identifiers and serial numbers; 

m. Web Universal Resource Locators (URLs); 

n. Internet Protocol (IP) address numbers; 

o. Biometric identifiers, including finger and voice prints; and 

p. Full face photographic images and any comparable images.

2. 
DDSN may use or disclose a limited data set only if it obtains satisfactory assurance, in the form of a memorandum of agreement, that the limited data set recipient will only use or disclose the protected health information for limited purposes.

3.  

The memorandum of agreement must: 

a. Establish the permitted uses and disclosures of the information in the limited data set by the recipient of the data set;

b. Establish who is permitted to use or receive the limited data set;

c. Provide that the limited data set recipient will:

d. Not use or further disclose the information other than as permitted by the data use agreement or as otherwise required by law;

e. Use appropriate safeguards to prevent improper uses or disclosures;

f. Report any known use or disclosure not provided for by its data use agreement;

g. Ensure that any agents, including a subcontractor, to whom it provides the limited data set agrees to the same restrictions and conditions that apply to the limited data set recipient with respect to the information; and

h. Not attempt to identify or contact the individuals whose data are included in the limited data set.

3. 
DDSN may use or disclose a limited data set only for the purposes of research, public health, or health care operations.

4.  

If the limited data set is needed for research or projects that have a research component, DDSN’s Privacy Officer must approve the research project.

Procedure:
1.  
The DDSN program area that will use or disclose the requested limited data set must determine the purpose of the request.  If the request is for research purposes or has a research component, DDSN’s Privacy Officer must first review the request.  

2.  
If  the DDSN Privacy Officer approves the research, the DDSN Privacy Officer will inform the program area that it may proceed with the memorandum of agreement as described in this policy.

3. 
If the purpose of the limited data set is for public health or health care operations, then the DDSN program area may proceed with the memorandum of agreement as described in this policy.

4. 
The DDSN Privacy Officer or his/her designee must approve the memorandum of agreement before the limited data set is provided to the requestor.

Subject:

HIPAA Awareness

Laws/Regulations:
Sec. 1171 through 1179 of the Social Security Act, (42 U.S.C. 1320d-1329d-8) as added by sec. 262 of Pub. L. 104-191, 110 Stat. 2021-2031 and sec. 264 of Pub. L. 104-191 (42 U.S.C. 1320d-2(note)).  HIPAA 45 CFR Section §164.530(b).

Policy Statement:
The Department must educate all members of its workforce on the policies and procedures with respect to protected health information as necessary and appropriate for the members of the workforce to carry out their functions within the agency. HIPAA Privacy Rules require formal, documented education in administrative procedures and physical safeguards and in Security Awareness Training to guard data integrity, confidentiality, and availability for all employees, agents, and contractors.

Rules:

1.
Every employee of SCDDSN must receive required HIPAA education by the compliance date of April 15, 2003.

2.
New employees will receive HIPAA education as part of agency/unit                                              orientation.  Education for new employees must be completed within 30 days of hire.

3.
HIPAA education must be customized based on employee’s job responsibilities, functions and exposure to protected health information.

4.
Education on any material changes in HIPAA policy and procedures must be provided to all affected employees within 30 days after the change                                         becomes effective.

5.
All HIPAA education must be documented and records retained for 6 years.

6. 
Security education must include all employees, agents, and contractors.

Procedures:

1.  
Written acknowledgement of HIPAA education is documented in the permanent employee file, located in theDDSN Office of Human Resource Management.  

2.  
Security education includes education, awareness, periodic security           reminders, virus protection education, the importance of monitoring           log-in successes and failures, and education concerning password        maintenance.

Responsibility


Action

Employee



Must read  HIPAA  education materials as 





            appropriate to carry out job duties.






Manager/Supervisor


Must assure appropriate education for all staff






Must assure documentation of HIPAA education for all 




employees.






Must assure HIPAA education for material changes in policies 



and procedures

Agency Privacy Officer

Must assure that HIPAA education is available






Must update policies and procedures as changes are 





made

Agency Security Officer/IS

Define physical safeguards to guard data integrity, 





confidentiality, and availability


.

Subject: 

Physical Security of Protected Health Information

Laws/Regulations: 
Sec. 1171 through 1179 of the Social Security Act, (42 U.S.C. 1320d-1329d-8) as added by sec. 262 of Pub. L. 104-191, 110 Stat. 2021-2031 and sec. 264 of Pub. L. 104-191 (42 U.S.C. 1320d-2(note)). 45 CFR, Subpart C, § 142.308 Security Standard

Policy Statement: 
DDSN will implement requirements for physical security of protected health information.

Rules:

1. 
All DDSN facilities will be assessed for physical security of protected health information

2. 
All assessments will be conducted using the standard assessment tool. 

3. 
Assessments will be conducted twice per year initially, and annually thereafter.

4. 
Non-compliance with the standards set forth in the reporting tool during the assessment will be reported using the standard corrective action plan, DDSN form____.. 

5. 
The reporting log will be forwarded to local HIPAA contact and to the Privacy Officer for follow up and resolution.

6.
Reasonable efforts will be made to mitigate and resolve physical security issues.

Procedures:

1. 
The DDSN HIPAA Privacy Officer is responsible for making sure the assessments are completed in all physical facilities occupied by their staff. This task will be delegated to staff in each facility as designated by the Director of the Division of Community Services.

2. 
The assessment tool will be completed by the designated staff in each DDSN facility. 

3. 
Problems identified during the assessment will be reported using the corrective action plan, DDSN form____.. 

4. 
The reporting log will be sent to local HIPAA contact for follow-up and resolution. Reasonable efforts will be made to mitigate problems identified.

5. 
Problems that cannot be resolved locally shall be reported to the DDSN Privacy Officer.

 Subject:

Access Of Individuals To Protected Health Information

Laws/Regulations:
S.C. Freedom of Information Act, S.C. Code Ann. 30-4-10, et seq.


S.C. Physicians Patient Records Act, S.C. Code Ann. 44-115-10, et seq.


Sec. 1171 through 1179 of the Social Security Act, (42 U.S.C. 1320d-1329d-8) as added by Sec. 262 of Pub. L. 104-191, 110 Stat. 2021-2031 and Sec. 264 of Pub. L. 104-191 (42 U.S.C. 1320d-2(note)). HIPAA Privacy Rule, Section 164.524


Agency Comprehensive Health Records Manual

Policy Statement:
An individual has a right to inspect and obtain a copy of his or her Protected Health Information (PHI), in whole or in part, for as long as DDSN maintains the health information in a designated record set, except for: psychotherapy notes; information compiled in reasonable anticipation for use in a civil, criminal, or administrative proceeding; and PHI that is subject to the Clinical Laboratory Improvement Amendments of 1988 (CLIA) to the extent this access would be prohibited by law, or exempt from CLIA.  

Rules:


1. 
The individual must request access to PHI in writing.  DDSN must act on a request no later than (fifteen) 15 days after receipt of the request if the information is maintained and accessible on-site, or sixty (60) days if the information must be retrieved from the S.C. Department of Archives and History.  If action cannot be taken within this time period, a one-time thirty (30) day extension may be taken by notifying the individual in writing within the applicable time period of the reasons for the delay and the date by which action will be taken.

2.
An individual’s access to PHI may be denied without providing opportunity for review if:  the PHI falls within one of the four categories listed in the Policy; a correctional facility has directed that an inmate’s access to PHI would jeopardize the health, safety and security of the inmate or other individuals; the PHI results from treatment being provided in the course of research and the individual had consented to temporary restriction from access during the research period;  the access to PHI is prohibited under the Federal Privacy Act, 5 U.S.C. 552a; or the PHI was obtained from another source under promise of confidentiality and access would be reasonably likely to reveal the source of the PHI.  

1. An individual’s access to PHI may be denied, but a right of review of the denial must be given, if a licensed health care professional has determined in the course of professional judgment that access to PHI is reasonably likely to: endanger the life or physical safety of the individual or another person; or cause substantial harm to another person referred to in the PHI (unless the other person is a health care provider); or cause substantial harm to an individual or another person when the request is made by the individual’s personal representative.

Procedures:

1.
A request for access to PHI must be forwarded to the appropriate local Board  Privacy Officer and a copy sent to the DDSN Privacy Officer.

2.
The DDSN Privacy Officer will consult with the DDSN Committee to determine whether access must be provided.  

3.
If access to PHI is provided, in whole or in part, the following actions must be taken:       

a. Inform the individual the request has been granted and provide the access requested; 

b. Provide the PHI in the format requested if readily reproducible, or in readable hard copy or other format as otherwise agreed to by the individual, unless the individual agrees instead in advance to accept and pay a set fee for a summary or explanation of the requested PHI; 

c. Provide copies of the requested PHI or the agreed-upon summary of PHI for payment of a reasonable, cost-based fee to include only the costs of copying including supplies and labor, postage if mailing is requested, and the cost of preparing the summary.      

d. If the PHI is maintained in more than one designated record set or at more than one location, the PHI must only be produced once


4.
If access to PHI is denied, in whole or in part, the DDSN Privacy Officer must take the following actions:

a. Provide a timely written denial in plain language stating the basis for the denial;

b. Include a statement of review rights if applicable as set forth in Rule 4, including a description of how the review rights may be exercised; 

c. Include a description of the procedures required to file a complaint with DDSN, including the name or title and telephone number of the DDSN Privacy Officer, and a description of the procedures required to file a complaint with the Secretary of Health and Human Services.

d. If the request also includes PHI to which access should be provided, give access to this PHI to the extent possible, after excluding the PHI to which access is properly denied.    

5. If DDSN does not maintain the requested PHI, but knows where the requested information is maintained, DDSN must inform the individual where to direct the request for access to PHI.

6. If the individual requests review of the denial of access to PHI as set forth in Rule 4, DDSN must take the following actions:

a. Designate a licensed health care professional who was not involved in the denial decision to review the denial.

b. Promptly refer the request for review to the designated person, who must determine within a reasonable period of time whether to deny access based on the standards set forth in Rule 4 of this Policy;

c. Promptly give the individual written notice of the designated person’s decision, and take other action necessary to carry out the decision.

7. DDSN must document and retain the designated record sets that are subject to access by the individual for six (6) years. 

8. DDSN must document and retain the titles of the persons and/or offices responsible for processing requests for access to PHI for six (6) years.  

Subject:   

Uses and Disclosures for Health Oversight Activities

Laws/Regulations:  Sec. 1171 through 1179 of the Social Security Act, (42 U.S.C. 1320d-1329d-8) as added by sec. 262 of Pub. L. 104-191, 110 Stat. 2021-2031 and sec. 264 of Pub. L. 104-191 (42 U.S.C. 1320d-2(note)). Sec. 1171 through 1179 of the Social Security Act, (42 U.S.C. 1320d-1329d-8) as added by sec. 262 of Pub. L. 104-191, 110 Stat. 2021-2031 and sec. 264 of Pub. L. 104-191 (42 U.S.C. 1320d-2(note)). HIPAA 45 CFR Part 164, Subpart E, paragraph 164.512(d).




S. C. Code Ann. 44-7-310 and 315.

Sec. 1864 (a) of the Security Act as amended, responsible for Medicare (Title XVIII) and Medicaid (Title XIX) survey and certification of health facilities.

Policy Statement:  
A consumer’s authorization for release of protected health information is not required if the protected health information is used for health oversight activities. These activities include civil, administrative or criminal investigations, audits and inspections as required by law, investigation of complaints, certification and licensing, or other activities necessary for oversight of health care.   

Rules:

Health oversight activities in the DDSN Office of Quality Assurance and Improvement are conducted under state and federal laws, and therefore, involve use and disclosure of protected health information by local DSN Boards and providers. Local DSN Boards and providers are required to disclose the protected health information needed for health care oversight activities pursuant to State and Federal law. 

1.
All employees should be aware of the activities that do not require an authorization.  If any questions are raised, the employee should consult with their supervisor before proceeding with receiving, disclosing, or using protected health information. 

2.         If questions exist at the supervisory level, the HIPAA Privacy Officer or designee should be contacted. 

Procedures:

1. Employees will attend HIPAA-mandated training sessions that will include information about public health activities and health oversight activities.

2. Employees will agree to abide by the Department’s confidentiality policy and federal and state laws pertaining to use and disclosure of PHI.

3. The HIPPA Privacy Officer or a designee will maintain a written record of policies concerning interpretations of public health activities and health oversight activities.

4. The information collected by the Department pursuant to inspections, investigations, or other health oversight activities shall not be released except as required by law. 

5. Aggregate data may be released as long as all identifying information has been redacted.
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